6/4/2008

Session Code: SVR 382

Going Cold Turkey on the GUI:
server core, step by step

Mark Minasi
Chief Scientist
MR&D

Www.minasi.com :
copyright 2008 MarlMinasi Microsoft®

tech-ed

What We'll Accomplish Hexe

#® SC: why and why not
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# Building and Managing Servers with the CLI,
Step by Step
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Still Not Sure About this Session?
Ay 2dzad Ttp YAydziSa:z
® Fix the screen resolution ® Start, stop a service

® Provide static IP and DN Install DNS server

® Set a host name and DN& Create a dynamic DNS
suffix zone

® Set a time zone ® Create an AD

#® Set up Windows Updates® Join an AD

® Set upwinrssecure shell ® Query an event log for

® |nstall DHCP, create a ~ ecent errors and
scope warnings

® Change a service's start ® Make an SC system a
type WINS server

All from Server Core's command line!

Even More!

® Configure SC WINS clients
® Back up an SC system

#® Secure an SC system with
BitLocker

#® Activate an SC system

® And whatever else we've
got time for
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Reasons To Use Server Core

#® Setup option in Standard, Enterprise,
Datacenter

® Does DNS, AD, WINS, DESIS and lots more

#® Advantages:
® Less RAM usage
#® Easier on the CPU, less disk needed
® More secure:
® Fewer services running

# Lack of a GUI reduces points of attack

® A GUlless system is of less interest to l@aminsand so
g2y Qu 0SO2YS | adzZN¥FAy3d a&ad

Server Core Drawbacks

#® Very limited GUI; most GUI tools and Setup
programs cannot run

*h2 db9¢ oO60dzi YI&oS A
#® Cannot perform many server functions
® Same license cost as full server install

#® Mostadminsaren't familiar enough with CLI
tools to get daily tasks don@ence this talk!)

#® Setup GUI problems means that most apps
cannot be installed at all




Why Command Line Managemeﬁ

#® Much of Server Core can be configured
remotely via MMCs, so why use the CLI?

#{/ Qa fINBSfte& lo2dzi a
important

# Enabling remote management requires openi
the exact five ports wR 2 yiv@ni to open
(135, 137, 138, 139, 445)

P¢KS /[LYX GKSYy> A& GK
even remote administration of SC

WaitaminuteX

PawSY2030S¢ | RYAYK . 2dz
to open The Frightening Five, the Ports of Peri

L YySSRYyQUZ & { SNIBSNJ
nextgeneration, platformindependent,
standardsbased replacement for RR@vinrm

#® More onwinrm, and its partnemwinrs (a secure
command shell), very soon!

*oOy2daAK GFf1X tSdG4ya 3
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Managing Server Core

initial tasks: screen resolution

2SS R2Yy QG ySSR _Y2yaus
[ [ LX 0dzi cnn E nynQa
up to 1024 x 768; there are few potential traps
KSNbkZ a2 oI 00K Ol Nb7Td

® Look in
HKLMSystemCurrentControlSatControlVide
o, find several GUIDs

[ 221 guidfn XN~ G5STAOS
find which GUID is your video adapter (may be
several)

Managing Server Core

initial tasks: screen resolution

% In the right fuid},

® HKLMSYSTENurrentControlSatControlVide
o\{guid}\ 0000 DefaultSettings.XResolution

® HKLMSYSTENurrentControlSatControlVide
o\{guid\ 0000 DefaultSettings.YResolution

# Note thatRegeditl KA y 1 & @& 2 ¢e@NDB
unless you change the radio button

#® Then log off and log back on




Managing Server Core

initial tasks: screen resolution

LT AG0 RARYQG ¢2N] =
# Desired screen width=
oDefaultSettings.YResolutién
# Again, must log off and back on to see the change

#® Check that you entered decimal valugRegedit
assumes that yoenterhex, but that you want
decimaldisplayedoy default

#* Double check that you changed the right GUID

Managing Server Core

loading drivers (1)

®+SNE YdzOK

! yRSNI +Aadl I yR
command that lets you manage what MS calls
AUKS RNApGNI a0 2 NBZE

® First, find the drivers

#® Typically you get a folder containing one or
more text files with the INF extension, and one

or more binaries with the SYS extensiph S U ¢
al e 0 K 3ssdowers forithis exavple
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Managing Server Core

loading drivers (2)

#® You can pregpopulate it withpnputil caci

® Ex:pnputil A Zac: \scdrivers \*.inf
PCAYR 2dzil ¢oKIFIGQa Ayadl
® pnputil  -e

Managing Server Core
dunsecuring U KS AONBSY al gSNJ

#® Test systems only!

*LGIQA Reg&@Ro F2NJ

® HKCUWUControl PanaDesktop

® a 2 R ASEréenSaverisSecére (2 Y I |
® h NX

® reg A A Ahka@\ control )
panel\AAOEOI Pba YO
ScreenSaverlsSecure /d 0 /f




Managing Server Core:

KSe2 K2gQR e2dz R2 UKIF UK

#® Theregcommand has been around since 2000
but it does a few more things now

#® Syntax | was using:

® regaddkeyname/v valuename/d newdata

2¢KSY L | RR-8rRwedthkeFuestion?
dlF N> €2dz adzZNb ée2dz g1

#® Add /treg_dword reg_multi_sztc to specify
type ¢ reg_sas default

Managing Server Core: N

and just to be complete about screen savers

® ScreenSaveTimeO(talue in seconds, 10 min
def.)

#® ScreenSaveActiv@1, 1 default

# Trust me, these are the things you wantto _
1Yy2e a2 uKSe R2yQu R

#® But again, we'd only do this on test systems

6/4/2008
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Managing Server Core:
get ready for usingyBSes
® Some tools are eithewsfor vbsfiles

® Invokingwsffiles can be ugly, as
cscript  C \ windows\ system32\
scregedit.wsf /CLI

#® So type this once:
® cscript  //h:cscript

#® And now you need only type
scregedit /cli

Managing Server Core
initial tasks: network setup 1
#® netshis the key
® netsh int ip OAO AAAOAOO 211 AAl AOAA
static 192.168.1.5 255.255.255.0 192.168.1.1

* The default gateway can be omitted

! RRAY3 GaiG2NBrrroOGAgdsSé 3
whether or not to remember at the next boot, as in

®* netsh int ip OAO AAAOAOGO 211 AAl AdnédpA
store=active
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Managing Server Core
Initial tasks: network setup 2
#® Setting DNS servers

netsh int ip set dns "local area
connection" static 192.168.1.5

netsh int ip set dns "local area
connection" dhcp

netsh int ip add dns "local area
connection” 10.7.3.2 index=2

Same for WINS
#® Disable ipv4netsh int ip uninstall

Managing Server Core
initial tasks: time zone

#® Set the time zone:
# This turns out to be surprisingly ugly

#® So they kept thig and one otherg Control Panel
applet

*Wdza 0 NXzy GaO0AYSRIGSPOLX ¢
® (The only other one is intl.cpl, the regional settings
applet)
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Managing Server Core
Initial tasks: joining a domain
PCKS YI AvietdonE2t A& a
# It will let you do lots of things, including
#® Renaming a computer
# Joining or leaving a domain
® List FSMOs, PDC, DCs, OUs etc
# Verify a secure channel with a domain
# Reset a secure channel with a domain

In Support Tools for old€dSesbuilt into
Server Core

Managing Server Core

initial tasks: NETDOM basics

#® Because many NETDOM commands involve
working both with a domain account and a
local account, and a machine as well as a
domain, the basic NETDOM syntax is

#® netdomcommandmachinename
/domain:domainname
/usero:acctnamépasswordo:password
/userd:acctnamépasswordd:password
[other settings]

11
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Managing Server Core

Initial tasks: joining a domain

#® Here, thecommandis "join" and the extra
option is "/reboot," which reboots on success:

#® netdom join  mypc
/ domain:bigfirm.com
/ usero:localadmin
/ passwordo:hithere
/ userd:domainadmin
/passwordd:H1there /reboot

Managing Server Core
initial tasks: renaming a computer

#® netdomrenamecomputempcname
/newnamenewname]/force] [/reboot]
#® Example (with cheats included):

® netdom renamecomputer %eomputername%
/newname:scl /force /reboot

12
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Managing Server Core

Initial tasks: setting a DNS suffix

# Only way | can see is to directly hack the
Registry vidRRegeditor reg.exe:

#® reg add HKLM SYSTEM CurrentControlSet \

Services \ Tcpip \ Parameters /v "NV Domain"
/d "bigfirm.com" /f

® There is another value "Domain” in the same
key which will be set to match the value in "N
Domain" on the next reboot

Managing Server Core
initial tasks: managing updates
#® Automatic updates

® scregedit /au4  (enables)
® scregedit /aul (disables)
Install an update
# wusa patchname.msu /quiet
Detect and install updates now
® wuauclt /detectnow

#® See which updates are installed
#® wmic gfe list or systeminfo

13



Managing Server Core
Initial tasks: configure firewall
#® Enable Windows Firewall:

® netsh firewall set opmode enable
% Disable WF:

® netsh firewall set opmode disable
#® View statusnetsh firewall show state

#® Allow pingsnetsh firewall set
icmpsetting 8 enable

#® Open port 3389netsh firewall set
portopening tcp 3389 "Remote
Desktop”

Managing Server Core

activation

Use slmgr.vbs to control activation

Find out when your grace period ends:

slmgr Zxpr

Insert a product keysimgrgipk productkeyas in
simgr -ipk YGR45THIS9- WONFHDWORKD7667
Activate a copy of Windows:

slmgr Zato

License infoisimgr  Zdlv

Force activation to a particular KMS servatmgr
- skms pcnamd: port ]

w W WM YW W W W

6/4/2008
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Managing Server Core

Installing options

#® servermanagercmdoes not work
Instead,ocsetup as in

[start] ocsetup [/w] DNS - Server -
Core- Role

The trick with this is in knowing the exact
name, capitalization and the like

oclist can help, as it lists the installed
roles/features and the exact names of the
others

#® "Start" lets you see when themd'sfinished

Managing Server Core
DHCP: installing

® First, install the DHCP role:

® ocsetup [/w] DHCPServerCore

#® And then, well, things get weird

® For some reason, the DHCP service gets

AyaulttSRX

X |4 AGRA&LIl of

L4 So before gomg any further |
S K 20 U2 O K y 1S
1|

A W

rd

NI¢ YR K2g (2
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Managing Server Core

managing services

® Tool: sc
Format: scommandservicenamgoptiong
Make the DHCP service "atstart:"
sc config dhcpserver start= auto

NOTE the space between "=" and "autosc
always needs that

Start thedhcpservice:
sc start  dhcpserver
| KSO1 A Us©guenNXdifcyskryer

Managing Server Core
DHCP: start creating a scope

#® Authorize:
* netshdhcpadd serveiservernamapaddress
# note servernames case sensitive, example:

® netsh dhcp add server scl.bigfirm.com
192.168.1.5

#® Create scope:

#® netsh dhcp server add scope
192.168.1.0 255.255.255.0 "Our Scope"

#® Define IP range:

® netsh dhcp server scope 192.168.1.0
add iprange 192.168.1.50 192.168.1.250

16
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Managing Server Core
DHCP: setting options

#® Create exclusion range:

#® netsh dhcp server scope 192.168.1.0 add
excluderange 192.168.1.70 192.168.1.75

#® Define default gateway:

#® netsh dhcp server scope 192.168.1.0 set
optionvalue 003 ipaddress 192.168.1.1

® Define DNS servers:

#® netsh dhcp server scope 192.168.1.0 set
optionvalue 006 ipaddress 192.168.1.1
192.168.1 .

Managing Server Core
DHCP: more options
#® Set DNS suffix:

® netsh dhcp server scope 192.168.1.0
set optionvalue 015 String bigfirm.com

® WINS server:

® netsh dhcp server scope 192.168.1.0
set optionvalue 044 ipaddress
192.168.1.15

#® Activate scope:

® netsh dhcp server scope 192.168.1.0
set state 1

® Set to "0" to deactivate

34
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Managing Server Core
remote control

Time to set up Remote Desktop?

Sure, we could do that6 dzi

. SGOSNI I yagSNY

remote shell

aSa 1¢c¢ct{zZ ySSRa | «af

652Say Qi AYUGSNFSNBE ogAl

Keys come from Kerberos (if in the same forest) ©

NTLM/NTLMvZ2 session keys if not in the same
forest)

Initialize with
winrm quickconfig [ - quiet]

Managing Server Core
remote control

b4

b4

Vista and Longhorn offer a secure remote shel
command,winrs

winrs-r:remotesystem options command
Example:

winrs -r:10.71.0.197

- u:administrator - p:swordfish

ipconfig

bSSRY QlcLITRRR 20803 f 0 S
Neat example:

winrs Zr:scl.bigfirm.com Zu:administrator cmd

18
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Managing Server Core

getting ready fomvinrs

® After winrm quickconfig, you're set if in a forest, but if not,
you need to modify winrm a trifle

Non-forest systems must be "introduced:"
winrm set winrm/config/client @{TrustedHosts="*"}

Or

winrm set winrm/config/client
@{TrustedHosts="s1.bigfirm.com, 10.1.6.2"}

Note that you need only do this on the system originating the
communication and, again, no TrustedHosts adjustment
necessary if you're communicating inside a forest

Case matterg "TrustedHost" is right, "trustedhost" isn't

Managing Server Core
installing DNS and creating dynamic zones
® Install DNS server:

® ocsetup DNSServer - Core- Role
#® Create a primary zone:

#® dnscmd / zoneadd bigfirm.com
/primary
#® Make it dynamic:

#® dnscmd / config  bigfirm.com
/[ allowupdate 1

#® See the entries in a zone:
® dnscmd / zoneprint  bigfirm.com

19



6/4/2008

Managing Server Core:

DNS

#® dnscmd / recordadd bigfirm.com @ NS
dns2.bigfirm.com adds an NS record for the
host named dns2 to the bigfirm.com zone

#® To get a summary of all zones on a server, typ
dnscmd / enumzones

® More at my Newsletter #69 on my site
www.minasi.cont; the "DNS commantine
cheat sheet"

Managing Server Core:

WINS
Install withocsetup WINS SC
Configure WINS client withetsh
netsh int ip OAO xET O 211 A/
Al 1T AAOETI T2 OOAOEA =«
Search for a record:

netsh wins server init search

name=scl

hiKSNI O2 YnétshgR & aA i SANID §
check, delete, init, reset, set

20



6/4/2008

Managing Server Core

Creating a forest
#® All in one command:

#® dcpromo / unattend
| SafeModeAdminPassword=Pandal?2
/ ReplicaOrNewDomain=Domain
/ NewDomairForest
/ NewDomainDNSNa#ntegfirm.com
/ domainlevel =3/ skipautoconfigdns
/ forestlevel =3/ rebootonsuccess =yes

#® Or get DCPROMO on a GUI system to create
script for you and run
dcpromo /unattend: filename

For More DCPROMO Switches

® D 2 2 Idtp®mdswitchskipautoconfigdns
unattendé F2NJ I £ f 2F 0UKS

1 C¢9w 5/ twhahX 51/t
you do

® netsh dhcp add server
scl.bigfirm.com 192.168.1.5

21



Managing Server Core
local accounts

,
,

Create a user:

net user username password /create [/domain
/| KFy3aS GKS dza SNXQa L
net userusernamenewpassword/domain]

Put the user in the administrators group:

net localgroupadministratorsusernameadd
Make a user account active/inactive:

net userusername active:yes|no

Managing Server Core
event log management

b4

See all event logsvevtutil el

See the 5 most recent events in the System lo
wevtutii  ge System /c:5 /f:text

See the four most recent errors in System:

wevtutii ge System
"Iq:*[System[(Level=1 or
Level=2)]]" /fitext /C:4

#® 1=critical, 2=error, 3=warning, 4=info

Archive and clear a log:
wevtutil ¢l system/ bu:c :\archives \syslog.evtx

6/4/2008
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Doing Backups
commands and options
® ocsetup  WindowsServerBackup

#® Basic backup looks like

#® wbadmin start backup
Zbackuptarget:m
-include:c:;,e  : -allcritical
Zvssfull - quiet

vssfullY SEya aNBad2NB

t NBJA2dza £SNAAZ2Ya

You can use UNCs foackuptarget
wWSa02NE 6AGK dawSLI ANJ
Newsletters on my site for more

Managing Server Core

enablingBitLockeion a TPM system
#® 1) Add theBitlocker feature:

® ocsetup Bitlocker

#® 2) Turn on the TPM chip:

® manage bde Zpm #

#® 3) Take ownership and give it a password:
#® manage bde Zpm Zo password

#® 4) Encrypt drive c:

® manage bde Zonc: -rp

6/4/2008
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47

Managing Server Core

enablingBitLockemith the key on a USB stick
® Add theBitlocker feature:

#® ocsetupBitlocker
#® Encrypt drive c:
#® managebdecon c:-rp ¢skusbdriveletter

Thanks!

#® Thank you so much for attending
#® Email: help@minasi.com

#® Please visit my Web site at www.minasi.com tg
access my free newsletters and online Forum

*52yQ0 Fe&dBSI GKS

24
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Resources for IT Professionals

* techeo

www.microsoft.com/t{
Tech-Talks Tec
Blogjs

Live Simulcasts Vi

® Microsoft

Evaluation licenSes,; prec e e
products, and MORE!

Related Content

Breakout Sessions (session codes and titles)

Interactive Theater Sessions (session codes and titles)

Handson Labs (session codes and titles)

Handson Labs (session codes and titles)
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Track Resources

Resource 1
Resourc&
Resource8

Resourcet

S Yed

SUOSCripuon

Complete arT“S
evaluation on
CommNet
and
enter to win!
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