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What We'll Accomplish HereΧ

SC: why and why not

5ƻƛƴƎ άƛƴƛǘƛŀƭ ǘŀǎƪǎέ ŦǊƻƳ ǘƘŜ /[L

¢ƘŜ /ŀǎŜ !Ǝŀƛƴǎǘ wŜƳƻǘŜ aŀƴŀƎŜƳŜƴǘΧ

Χ9ȄŎŜǇǘ ǿƛǘƘ WinRM

Building  and Managing Servers with the CLI, 
Step by Step

2



6/4/2008

2

3

Still Not Sure About this Session?
ƛƴ Ƨǳǎǘ тр ƳƛƴǳǘŜǎΣ ǿŜ ǿƛƭƭΧ

Fix the screen resolution

Provide static IP and DNS

Set a host name and DNS 
suffix

Set a time zone

Set up Windows Updates

Set up winrssecure shell

Install DHCP, create a 
scope

Change a service's start 
type

Start, stop a service

Install DNS server

Create a dynamic DNS 
zone

Create an AD

Join an AD

Query an event log for 
recent errors and 
warnings

Make an SC system a 
WINS server

3

All from Server Core's command line!

4

Even More!

Configure SC WINS clients

Back up an SC system

Secure an SC system with 
BitLocker

Activate an SC system

And whatever else we've 
got time for
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Reasons To Use Server Core

Setup option in Standard, Enterprise, 
Datacenter

Does DNS, AD, WINS, DFS-N, IIS and lots more

Advantages:
Less RAM usage

Easier on the CPU, less disk needed

More secure:
Fewer services running

Lack of a GUI reduces points of attack

A GUI-less system is of less interest to lazy adminsand so 
ǿƻƴΩǘ ōŜŎƻƳŜ ŀ ǎǳǊŦƛƴƎ ǎǘŀǘƛƻƴ

5

6

Server Core Drawbacks

Very limited GUI; most GUI tools and Setup 
programs cannot run

bƻ Φb9¢ όōǳǘ ƳŀȅōŜ ƛƴ wнΧύ

Cannot perform many server functions

Same license cost as full server install

Most adminsaren't familiar enough with CLI 
tools to get daily tasks done (hence this talk!)

Setup GUI problems means that most apps 
cannot be installed at all

6
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Why Command Line Management?

Much of Server Core can be configured 
remotely via MMCs, so why use the CLI?

{/Ωǎ ƭŀǊƎŜƭȅ ŀōƻǳǘ ǎŜŎǳǊƛǘȅΣ ǎƻ ǘƘŜ ŦƛǊŜǿŀƭƭΩǎ 
important

Enabling remote management requires opening 
the exact five ports we ŘƻƴΩǘwant to open 
(135, 137, 138, 139, 445)

¢ƘŜ /[LΣ ǘƘŜƴΣ ƛǎ ǘƘŜ άǎŀŦŜέ ǿŀȅ ǘƻ Řƻ ƭƻŎŀƭ ƻǊ 
even remote administration of SC

7

8

WaitaminuteΧ

άwŜƳƻǘŜέ ŀŘƳƛƴΚ  ¸ƻǳ Ƨǳǎǘ ǎŀƛŘ ȅƻǳ ŘƛŘƴΩǘ ǿŀƴǘ 
to open The Frightening Five, the Ports of Peril!

L ƴŜŜŘƴΩǘΣ ŀǎ {ŜǊǾŜǊ /ƻǊŜ ƛƴŎƻǊǇƻǊŀǘŜǎ ŀ ǎƻǊǘ ƻŦ 
next-generation, platform-independent, 
standards-based replacement for RPC ςwinrm

More on winrm, and its partner winrs(a secure 
command shell), very soon!

9ƴƻǳƎƘ ǘŀƭƪΣ ƭŜǘϥǎ ƎŜǘ ǘƻ ǿƻǊƪΧ

8
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Managing Server Core
initial tasks: screen resolution

²Ŝ ŘƻƴΩǘ ƴŜŜŘ ƳƻƴǎǘŜǊ ǎŎǊŜŜƴ ǎǇŀŎŜ ŦƻǊ ǘƘŜ 
/[LΣ ōǳǘ спл Ȅ пулΩǎ ŀ ƳƛǘŜ ǘƛƎƘǘΣ ǎƻ ƭŜǘΩǎ ōǳƳǇ ƛǘ 
up to 1024 x 768; there are few potential traps 
ƘŜǊŜΣ ǎƻ ǿŀǘŎƘ ŎŀǊŜŦǳƭƭȅΧ

Look in 
HKLM\System\CurrentControlSet\Control\Vide
o, find several GUIDs

[ƻƻƪ ƛƴ Χϑguid}\ллллΣ ά5ŜǾƛŎŜ 5ŜǎŎǊƛǇǘƛƻƴέ ǘƻ 
find which GUID is your video adapter (may be 
several)

9

10

Managing Server Core
initial tasks: screen resolution

In the right {guid}, 

HKLM\SYSTEM\CurrentControlSet\Control\Vide
o\{guid}\0000\DefaultSettings.XResolution

HKLM\SYSTEM\CurrentControlSet\Control\Vide
o\{guid}\0000\DefaultSettings.YResolution

Note that RegeditǘƘƛƴƪǎ ȅƻǳΩǊŜ ŜƴǘŜǊƛƴƎ hex
unless you change the radio button

Then log off and log back on

10
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Managing Server Core
initial tasks: screen resolution

LŦ ƛǘ ŘƛŘƴΩǘ ǿƻǊƪΣ ǘƘŜƴ ŎƘŜŎƪ
Desired screen width= 
άDefaultSettings.YResolutionέ

Again, must log off and back on to see the change

Check that you entered decimal values ςRegedit
assumes that you enterhex, but that you want 
decimal displayedby default

Double check that you changed the right GUID

11
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Managing Server Core
loading drivers (1)
±ŜǊȅ ƳǳŎƘ ŀŦŦŜŎǘŜŘ ōȅ {/Σ ǎƻ ƘŜǊŜ ƎƻŜǎΧ

¦ƴŘŜǊ ±ƛǎǘŀ ŀƴŘ нллуΣ ȅƻǳΩǾŜ Ǝƻǘ ŀ ƴŜǿ 
command that lets you manage what MS calls 
άǘƘŜ ŘǊƛǾŜǊ ǎǘƻǊŜΣέ pnputil

First, find the drivers

Typically you get a folder containing one or 
more text files with the INF extension, and one 
or more binaries with the SYS extension ςƭŜǘΩǎ 
ǎŀȅ ǘƘŜȅΩǊŜ ƛƴ ŎΥ\scdrivers for this example

12
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Managing Server Core
loading drivers (2)

You can pre-populate it with pnputilςa ςi

Ex: pnputil Ƶi Ƶa c: \ scdrivers \ *.inf

CƛƴŘ ƻǳǘ ǿƘŀǘΩǎ ƛƴǎǘŀƭƭŜŘΥ

pnputil - e

13
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Managing Server Core
άunsecuringέ ǘƘŜ ǎŎǊŜŜƴ ǎŀǾŜǊ

Test systems only!

LǘΩǎ ŀ Ƨƻō ŦƻǊ Regedit

HKCU\Control Panel\Desktop

aƻŘƛŦȅ άScreenSaverIsSecureέ ǘƻ ƳŀƪŜ ƛǘ л

hǊΧ

reg ÁÄÄ Ƨhkcu\ control 
panel \ ÄÅÓËÔÏÐƨ ƳÖ 
ScreenSaverIsSecure /d 0 /f

14
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Managing Server Core:
ƘŜȅΣ ƘƻǿΩŘ ȅƻǳ Řƻ ǘƘŀǘΚ

The regcommand has been around since 2000 
but it does a few more things now

Syntax I was using:

regadd keyname/v valuename/d newdata

¢ƘŜƴ L ŀŘŘŜŘ άκŦέ ǘƻ ǇǊŜ-answer the question, 
άŀǊŜ ȅƻǳ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ƻǾŜǊǿǊƛǘŜΚέ

Add /t reg_dword, reg_multi_szetc to specify 
type ςreg_szis default

15

16

Managing Server Core:
and just to be complete about screen savers

ScreenSaveTimeOut(value in seconds, 10 min 
def.)

ScreenSaveActive0/1, 1 default

Trust me, these are the things you want to 
ƪƴƻǿ ǎƻ ǘƘŜȅ ŘƻƴΩǘ ŘǊƛǾŜ ȅƻǳ ŎǊŀȊȅ

But again, we'd only do this on test systems

16
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Managing Server Core:
get ready for using VBSes

Some tools are either .wsfor .vbsfiles

Invoking wsf files can be ugly, as
cscript C: \ windows\ system32\
scregedit.wsf /CLI

So type this once:

cscript //h:cscript

And now you need only type 
scregedit / cli

17
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Managing Server Core
initial tasks: network setup 1

netshis the key
netsh int ip ÓÅÔ ÁÄÄÒÅÓÓ ƧÌÏÃÁÌ ÁÒÅÁ ÃÏÎÎÅÃÔÉÏÎƨ 
static 192.168.1.5 255.255.255.0 192.168.1.1

The default gateway can be omitted

!ŘŘƛƴƎ άǎǘƻǊŜҐŀŎǘƛǾŜέ ƻǊ άǎǘƻǊŜҐǇŜǊǎƛǎǘŜƴǘέ ǎŀȅǎ 
whether or not to remember at the next boot, as in
netsh int ip ÓÅÔ ÁÄÄÒÅÓÓ ƧÌÏÃÁÌ ÁÒÅÁ ÃÏÎÎÅÃÔÉÏÎƨ dhcp
store=active

18
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Managing Server Core
initial tasks: network setup 2

Setting DNS servers
netsh int ip set dns "local area 
connection" static 192.168.1.5

netsh int ip set dns "local area 
connection" dhcp

netsh int ip add dns "local area 
connection" 10.7.3.2 index=2

Same for WINS

Disable ipv4: netsh int ip uninstall

19

20

Managing Server Core
initial tasks: time zone

Set the time zone:
This turns out to be surprisingly ugly

So they kept this ςand one other ςControl Panel 
applet

Wǳǎǘ Ǌǳƴ άǘƛƳŜŘŀǘŜΦŎǇƭέ ŦǊƻƳ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜ

(The only other one is intl.cpl, the regional settings 
applet)

20
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Managing Server Core
initial tasks: joining a domain
¢ƘŜ Ƴŀƛƴ ǘƻƻƭ ƛǎ άnetdomέ

It will let you do lots of things, including
Renaming a computer

Joining or leaving a domain

List FSMOs, PDC, DCs, OUs etc

Verify a secure channel with a domain

Reset a secure channel with a domain

In Support Tools for older OSes, built into 
Server Core

21
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Managing Server Core
initial tasks: NETDOM basics

Because many NETDOM commands involve 
working both with a domain account and a 
local account, and a machine as well as a 
domain, the basic NETDOM syntax is

netdomcommand machinename
/domain:domainname
/usero:acctname/passwordo:password
/userd:acctname/passwordd:password
[other settings]

22
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Managing Server Core
initial tasks: joining a domain

Here, the commandis "join" and the extra 
option is "/reboot," which reboots on success:

netdom join mypc
/ domain:bigfirm.com
/ usero:localadmin
/ passwordo:hithere
/ userd:domainadmin
/passwordd:H1there /reboot

23

24

Managing Server Core
initial tasks: renaming a computer

netdomrenamecomputerpcname
/newname:newname[/force] [/reboot]

Example (with cheats included):
netdom renamecomputer %computername% 
/newname:sc1 /force /reboot

24



6/4/2008

13

25

Managing Server Core
initial tasks: setting a DNS suffix

Only way I can see is to directly hack the 
Registry via Regeditor reg.exe:
reg add HKLM\ SYSTEM\ CurrentControlSet \
Services \ Tcpip \ Parameters /v "NV Domain" 
/d "bigfirm.com" /f

There is another value "Domain" in the same 
key which will be set to match the value in "NV 
Domain" on the next reboot

25
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Managing Server Core
initial tasks: managing updates

Automatic updates
scregedit /au 4 (enables)

scregedit /au 1 (disables)

Install an update
wusa patchname.msu /quiet 

Detect and install updates now
wuauclt / detectnow

See which updates are installed
wmic qfe list or systeminfo

26
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Managing Server Core
initial tasks: configure firewall

Enable Windows Firewall:

netsh firewall set opmode enable

Disable WF:

netsh firewall set opmode disable

View status: netsh firewall show state

Allow pings: netsh firewall set 
icmpsetting 8 enable

Open port 3389: netsh firewall set 
portopening tcp 3389 "Remote 
Desktop"

27

28

Managing Server Core
activation

Use slmgr.vbs to control activation

Find out when your grace period ends:

slmgr Ƶxpr

Insert a product key: slmgrςipk productkeyas in
slmgr - ipk YGR45- THIS9- WONT5- 0WORK- D7667

Activate a copy of Windows:

slmgr Ƶato

License info:  slmgr Ƶdlv

Force activation to a particular KMS server: slmgr
- skms pcname[: port ]

28
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Managing Server Core
installing options

servermanagercmddoes not work

Instead, ocsetup, as in

[start] ocsetup [/w] DNS - Server -
Core- Role

The trick with this is in knowing the exact 
name, capitalization and the like

oclist can help, as it lists the installed 
roles/features and the exact names of the 
others

"Start" lets you see when the cmd'sfinished

29

30

Managing Server Core
DHCP: installing

First, install the DHCP role:

ocsetup [/w] DHCPServerCore

And then, well, things get weird

For some reason, the DHCP service gets 
ƛƴǎǘŀƭƭŜŘΧ

Χ ŀǎ άŘƛǎŀōƭŜŘέ

So before going any further, we need to 
ǎŜŜ Ƙƻǿ ǘƻ ŎƘŀƴƎŜ ŀ ǎŜǊǾƛŎŜ ǘƻ άŀǳǘƻ 
ǎǘŀǊǘέ ŀƴŘ Ƙƻǿ ǘƻ ǎǘŀǊǘ ǘƘŀǘ ǎŜǊǾƛŎŜ

30
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Managing Server Core
managing services

Tool: sc

Format: sc commandservicename[options]

Make the DHCP service "auto-start:"

sc config dhcpserver start= auto

NOTE the space between "=" and "auto" ςsc 
always needs that

Start the dhcpservice:

sc start dhcpserver

/ƘŜŎƪ ƛǘΩǎ ǊǳƴƴƛƴƎ sc query dhcpserver

31

32

Managing Server Core
DHCP: start creating a scope

Authorize:
netshdhcpadd server servernameipaddress

note servernameis case sensitive, example:

netsh dhcp add server sc1.bigfirm.com 
192.168.1.5

Create scope:
netsh dhcp server  add scope 
192.168.1.0 255.255.255.0 "Our Scope"

Define IP range:
netsh dhcp server scope 192.168.1.0 
add iprange 192.168.1.50 192.168.1.250

32
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Managing Server Core
DHCP: setting options

Create exclusion range:

netsh dhcp server scope 192.168.1.0 add 
excluderange 192.168.1.70 192.168.1.75

Define default gateway:
netsh dhcp server scope 192.168.1.0 set 
optionvalue 003 ipaddress 192.168.1.1

Define DNS servers:
netsh dhcp server scope 192.168.1.0 set 
optionvalue 006 ipaddress 192.168.1.1 
192.168.1 .

33

34

Managing Server Core
DHCP: more options

Set DNS suffix:
netsh dhcp server scope 192.168.1.0 
set optionvalue 015 String bigfirm.com

WINS server:
netsh dhcp server scope 192.168.1.0 
set optionvalue 044 ipaddress
192.168.1.15

Activate scope:
netsh dhcp server scope 192.168.1.0 
set state 1

Set to "0" to deactivate

34
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Managing Server Core
remote control

Time to set up Remote Desktop?

Sure, we could do that ςōǳǘ ƛǘΩǎ ƴƻǘ ǘƘŀǘ ǳǎŜŦǳƭ

.ŜǘǘŜǊ ŀƴǎǿŜǊΥ ±ƛǎǘŀ ŀƴŘ нллуΩǎ ƴŜǿ ǎŜŎǳǊŜ 
remote shell

¦ǎŜǎ I¢¢t{Σ ƴŜŜŘǎ ŀ άƭƛǎǘŜƴŜǊέ ƻƴ ǇƻǊǘǎ улκппо

ό5ƻŜǎƴΩǘ ƛƴǘŜǊŦŜǊŜ ǿƛǘƘ ²Ŝō ǎŜǊǾŜǊǎύ

Keys come from Kerberos (if in the same forest) or 
NTLM/NTLMv2 session keys if not in the same 
forest)

Initialize with 
winrm quickconfig [ - quiet]

35

36

Managing Server Core
remote control

Vista and Longhorn offer a secure remote shell 
command, winrs

winrs-r:remotesystem options command

Example:

winrs - r:10.71.0.197 
- u:administrator - p:swordfish 
ipconfig

bŜŜŘƴΩǘ ŀŘŘ ǘƘŜ ςǇΤ ȅƻǳΩƭƭ ōŜ ǇǊƻƳǇǘŜŘ

Neat example:
winrs Ƶr:sc1.bigfirm.com Ƶu:administrator cmd

36
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Managing Server Core
getting ready for winrs

After winrm quickconfig, you're set if in a forest, but if not, 
you need to modify winrm a trifle

Non-forest systems must be "introduced:"
winrm set winrm/config/client @{TrustedHosts="*"}

Or

winrm set winrm/config/client 
@{TrustedHosts="s1.bigfirm.com, 10.1.6.2"}

Note that you need only do this on the system originating the 
communication and, again, no TrustedHosts adjustment 
necessary if you're communicating inside a forest

Case matters ς"TrustedHost" is right, "trustedhost" isn't

37

38

Managing Server Core
installing DNS and creating dynamic zones

Install DNS server:

ocsetup DNS- Server - Core- Role

Create a primary zone:

dnscmd / zoneadd bigfirm.com 
/primary

Make it dynamic:

dnscmd / config bigfirm.com 
/ allowupdate 1

See the entries in a zone:

dnscmd / zoneprint bigfirm.com

38
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Managing Server Core:
DNS

dnscmd / recordadd bigfirm.com @ NS 
dns2.bigfirm.com adds an NS record for the 
host named dns2 to the bigfirm.com zone

To get a summary of all zones on a server, type 
dnscmd / enumzones

More at my Newsletter #69 on my site 
www.minasi.com ςthe "DNS command-line 
cheat sheet"

39

40

Managing Server Core:
WINS

Install with ocsetup WINS- SC

Configure WINS client with netsh:

netsh int ip ÓÅÔ ×ÉÎÓ ƧÌÏÃÁÌ ÁÒÅÁ 
ÃÏÎÎÅÃÔÉÏÎƨ ÓÔÁÔÉÃ ʦʮʧƚʦʫʭƚʦƚʪ

Search for a record:

netsh wins server init search 
name=sc1

hǘƘŜǊ ŎƻƳƳŀƴŘǎ ƛƴ άnetshǿƛƴǎ ǎŜǊǾŜǊΥέ ŀŘŘΣ 
check, delete, init, reset, set

40
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Managing Server Core
Creating a forest

All in one command:

dcpromo / unattend
/ SafeModeAdminPassword=Panda12 
/ ReplicaOrNewDomain=Domain 
/ NewDomain=Forest 
/ NewDomainDNSName=bigfirm.com 
/ domainlevel =3 / skipautoconfigdns
/ forestlevel =3 / rebootonsuccess =yes

Or get DCPROMO on a GUI system to create a 
script for you and run 
dcpromo / unattend: filename

41

42

For More DCPROMO Switches

DƻƻƎƭŜ άdcpromoswitch skipautoconfigdns
unattendέ ŦƻǊ ŀƭƭ ƻŦ ǘƘŜ ǎǿƛǘŎƘŜǎ

!C¢9w 5/twhahΧ 5I/t ǎǘƻǇǎ ǿƻǊƪƛƴƎ ǳƴǘƛƭ 
you do

netsh dhcp add server 
sc1.bigfirm.com 192.168.1.5
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Managing Server Core
local accounts

Create a user:

net user username password /create [/domain]

/ƘŀƴƎŜ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘΥ

net user usernamenewpassword[/domain]

Put the user in the administrators group:

net localgroupadministrators username/add

Make a user account active/inactive:

net user username/active:yes|no

43

44

Managing Server Core
event log management

See all event logs: wevtutil el

See the 5 most recent events in the System log:

wevtutil qe System /c:5 /f:text

See the four most recent errors in System:

wevtutil qe System 
"/q:*[System[(Level=1 or 
Level=2)]]" /f:text /C:4

1=critical, 2=error, 3=warning, 4=info

Archive and clear a log:
wevtutil cl system / bu:c : \ archives \ syslog.evtx

44
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Doing Backups
commands and options

ocsetup WindowsServerBackup

Basic backup looks like

wbadmin start backup 
Ƶbackuptarget:m : 
- include:c:,e : - allcritical
Ƶvssfull - quiet

-vssfullƳŜŀƴǎ άǊŜǎǘƻǊŜ ŀƭƭ ƻƭŘ ±{{ ǇƻƛƴǘǎΣ ǎƻ 
tǊŜǾƛƻǳǎ ±ŜǊǎƛƻƴǎ ǿƻǊƪǎέ

You can use UNCs for backuptarget

wŜǎǘƻǊŜ ǿƛǘƘ άwŜǇŀƛǊ ȅƻǳǊ ŎƻƳǇǳǘŜǊέ ƻƴ 5±5

Newsletters on my site for more

45
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Managing Server Core
enabling BitLockeron a TPM system

1) Add the Bitlocker feature:

ocsetup Bitlocker

2) Turn on the TPM chip:

manage- bde Ƶtpm Ƶt

3) Take ownership and give it a password:

manage- bde Ƶtpm Ƶo password

4) Encrypt drive c:

manage- bde Ƶon c: - rp

46
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Managing Server Core
enabling BitLockerwith the key on a USB stick

Add the Bitlocker feature:

ocsetupBitlocker

Encrypt drive c:

manage-bdeςon c: -rpςskusbdriveletter:

47

48

Thanks!

Thank you so much for attending

Email:  help@minasi.com

Please visit my Web site at www.minasi.com to 
access my free newsletters and online Forum

5ƻƴΩǘ ŦƻǊƎŜǘ ǘƘŜ evals!

48

mailto:help@minasi.com
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Track Resources
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