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Why This Presentation?

Over the years, I’ve heard a constant refrain 
that “Microsoft security protocols are weak,” 
and in particular that everyone knows that the 
common NTLM and LM protocols are “hacked”

Upon further questioning, these “experts” 
usually couldn’t explain what exactly was so 
awful about these protocols

So I determined to pick them apart to see for 
myself – and in this talk, I’ll share what I’ve 
found
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Four Logon Mechanisms
what we'll be talking about

LM authentication

NTLM authentication

NTLMv2 authentication

Kerberos authentication

Important point: even if you’re all-Active 
Directory, you still use LM, NTLM, and NTLMv2
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Agenda

Crypto Review

Password storage and login use

Understanding LM, NTLM

Understanding NTLMv2

Understanding Kerberos
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Crypto Concept Review

Encryption and hashing
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Encryption Algorithms

Here you see the four ingredients.  First you need 
an encryption algorithm, and that needs two 
inputs – the cleartext and a key –and  it then 
produces an output, the cleartext
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Data 

Encryption 

Standard 

(DES)

Key = 0x1A73EF05AB14EA

HI THERE

(Clear text)

&HA 74av

(Cipher text)
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Input, Key, Output

Many encryption tools take a fixed-size input, a fixed-
size key, and produce a fixed-size output

Examples:

DES (1977) takes a 64 bit cleartext input, 56 bit key

(Remember that one – we'll use it again)

AES (2000) takes 128 bits cleartext and a key size of 
128, 192, or 256 bits 
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Encryption in Windows Logons

DES: most pre-Windows 2000 systems
“Isn’t DES hacked?”

Hardware to do this was once very expensive ($250K) and 
still took a few days; it’s still about $10K but as time goes on 
then yes, DES will be very easily crackable – but I would 
argue that it’s only been an issue post-2003 or so.  Clearly 
Moore’s Law will continue to lower the cost of DES crackers 
so moving to a post-DES world should be a top priority

HMAC-MD5: used in NTLMv2

RC4-HMAC: used in pre-2008 Kerberos

AES: used in many places in Windows but only 
comes to Kerberos in a 2008 domain at 2008 
DFL
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Hashes

Like crypto, a set of complex mathematical 
functions

But the hash’s job is different

Given any amount of data input and no key, 
they produce a fixed-size number

Encryption is reversible, hashing is not

Summary: No key, not reversible

One common hashing algorithm is "message 
digest version 4" or MD4 – used in Windows 
logons
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Passwords are really hashes

Most systems never save passwords; instead 
they store hashes

Windows creates two hashes:
An “LM hash” that encrypts a known string with 
DES, using your password as the key

An “NT hash,” an MD4 hash of your password

Essentially, then, your 128-bit hash is your 
password, and so we’ve got to be aware of 
vulnerabilities that let outsiders sniff a logon 
to read or deduce our hash
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Logons In Detail

What they’re trying to do and how 
they do it
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Centralizing Authentication

Our network needs a set of servers whose job it 
is to maintain a list of user accounts and 
passwords so that they can provide 
authentication services for the rest of the 
network

We might call them "logon servers" or 
"authentication servers" but we instead call 
them “domain controllers”
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The Goal:  a Token and a Session Key

A logon actually has only two results

First, the system that requested the logon (call 
it the “logon client”) gets a “token,” a data 
structure that contains the user’s SID and the 
SIDs of her global groups
Second – and very important nowadays – the 
logon client gets a “session key,” a password 
that will be used just for this logon session; it is 
the key – no pun intended – to some important 
securing later
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"Really?  What About…"

What about roaming profiles, group policies, 
scripts? They’re not really logon events; they 
grow out of a particular set of EXTRA things 
that systems do when you log on interactively
You do other logons all the time when you 
access servers
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The Network Logon Puzzle

Suppose you type your username “mark” and 
password “swordfish” into a workstation

It now wants to say to a DC, “hey, is there really 
a user named ‘mark’ with password 
‘swordfish?’”

Of course, that wouldn’t work well, as the 
names and passwords could be easily sniffed

If transmitting the password across the wire is 
out, what to do?
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Verifying Passwords…
… without transmitting them

How can machine A (workstation) prove to machine B 
(DC) that it knows the same password for Mark as the 
DC does?

Through a “challenge mechanism”

There are three pre-AD ones (that still have major 
roles in an AD world):

LM

NTLM

NTLMv2

LM and NTLM are identical except for the hashes 
employed
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LM/NTLM Authentication
how they work, step by step

Ingredients:
A logon client, like a workstation

A user account wanting to log onto that client

The user’s password or, more important, the hash of that 
password which, you may recall, is 16 bytes or 128 bits in 
both the LM and NTLM hashes

A logon server
Could be a separate machine like a domain controller

But if logging on to a local account, then the logon client is on the 
same machine as the logon server!

An encryption protocol and yes, you guessed it… DES
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LM/NTLM Authentication Steps

Step One:  logon client says to logon server, “I 
want to authenticate Mark”

Step Two: server sends a unique 64 bit number 
that (in theory at least) will never be used 
again; this number is called the nonce or the 
challenge; it is partially built out of the date to 
assure that it’s never re-used

Step Three:  client breaks the 128-bit LM hash 
into two 56-bit pieces and a 16-bit piece
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LM/NTLM Authentication Continued

Step Four: client pads out the leftover 16 bits 
with 40 zeros so it’s 56 bits; now we’ve got 
three 56-bit groups (can you guess what’s 
next?)

Step Five: using DES – which takes a 64-bit data 
block and a 56-bit key to produce a 64-bit 
ciphertext – encrypt the challenge/nonce with 
the first 56-bit group to produce 64 encrypted 
bits, then do it again with the second and third 
56-bit group
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Finishing The Logon

In other words, the DC sends a 64-bit number 
to the client, the client chops up the user’s 
password hash into 56-bit groups, and re-
encrypts the DC’s 64-bit nonce three times, 
using each of the 56-bit groups as a key

Once the DC gets the 192 bits of the encrypted 
and re-encrypted nonce, it can determine if the 
client has the right hash
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In Pictures
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“Would you tell me if it’s really Mark 

trying to log on?”

“7FA03944C2A8F201”

7FA03944C2A8F201 encrypted with 

DES, using Mark’s password hash as 

the DES key

“Thanks!  Mark’s SID is S-1-5-

21-…, and he’s a member of 

Domain Users”

“Well, Domain 

Users can log 

onto me, so I 

guess we’re 

okay”

64 bits

keycleartext

cipher

DES

Building The Response

key

cipher

cleartext
DES

64 bits

128 bit hash40 0’s padding

56 bits 56 bits 56 bits

128 bit LM or NTLM password hash

64 bit 

nonce 

from the 

DC

192 bit response

key

cipher

cleartext

DES

64 bits
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Then Build the Session Key

Shared secret used in SMB signing, LDAP signing, 
secure channel

NTLM used RC4 for encryption, which takes 128 bits as 
input

The idea is to basically do the same thing we did with 
the response – encrypt the nonce with some bits – but 
US law at the time forced MS to reduce the encryption 
strength – so some of those bits are changed to known 
values

The reason MS does this is so that the session key 
never has to be sent across the wire
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Building The LM Session Key
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128 bit LM or NTLM password hash

64 bits 
from 
logon 

response

cipher

64 bits

DES

keycleartext

56 bits 56 bits

DES

key

cipher

cleartext

64 bits

128 bit session key

keep top 40 bits of remaining EF38B0

BDBDBDBDBDBD Low 64 hash bits

Drop the top 64 

bits, add 48 bits 

of “BD” hex
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Session Keys

As crypto export rules relaxed, Microsoft 
started offering group policy settings that let 
you create a session key with true 128 bit 
strength (requires "NTLM w/NTLM2 session 
security"

NT got its own session key – it created an MD4 
hash of the NT password hash, which was 
basically the password, MD4-ed twice

Problem: it's always the same key

26

What’s Wrong With NTLM/LM?

Bad guys want your hash (which isn't your 
password, recall)

Listening to an LM or NTLM – the default for 
non-Kerberos logons! – logon gives

The challenge

The challenge encrypted with three keys

Given the challenge and any key, I can then just 
brute-force it by trying different keys to 
replicate the cleartext/cipher relationship
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With a 56-bit Key???

Assume a standard desktop can do about 5 
million DES calculations/second

256 = 72,057,594,037,927,936

Divide that by five million, you get about 
10,000,000,000 seconds or 316 years, and then 
you’ve got two more hashes to un-do

But in reality we needn’t try every hash; many 
passwords are lame (English words)
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NTLM/LM Weaknesses

No time stamps and therefore replay-able

Only authenticates client to server, not the 
other way around

Lots of encryption built on the same key (the 
hash) over and over – more secure to change 
the keys around more often

Need a better set of session keys

Need better hashes and encryption

LM hashes are pitifully easy to crack
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An Example NTLM Attack

Slide 29

You Bad guy

“I’d like to log on as Mark”

“I’d like to log on as Mark”

“challenge=39181”

“challenge=39181”

“response=t9$wN”

“congrats, you’re logged in”

“response=t9$wN”

“congrats, you’re logged in”
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NTLMv2
and how it foils two important attacks

Improves upon NTLM/LM weakness

Builds a more complex hash on the fly

Includes time stamps so replays are impossible
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What uses NTLMv2?

First appeared in NT 4, SP4

Is in 2000 and later

Doesn’t exist in 95, 98, 98SE but can be added with the “DS 
client,” and add-on that you can find on the Windows 2000 
Server CD in the \clients directory, or can be downloaded from 
Microsoft by searching on “active directory extension”

As far as I know Macs cannot use it, unless they adopt a recent 
Samba client – SFM client doesn’t have it

There is not an “NTLMv2 hash” stored; builds one each time

There is no way that I know of to disable NTLMv2 entirely, even 
in an all-Vista and -2008 AD…

… and you wouldn't want to, as it would make local account 
logons impossible!
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Which Gets Used: NTLM, LM…?
“AD doesn’t use this ever, right?” Wrong.

By default, NT 4 and many network-attached 
devices use NTLM, as does Wintendo with the DS 
client

So does 2000/XP/2003 if connecting to a server
That it does not have a domain relationship with

That is pre-2000 like an NT 4 DC

That it refers to by IP address rather than name

If Kerberos logon attempt fails
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LM, NTLM etc: No Negotiation

You’ve already heard that every NTLM response 
includes an LM response
Clients and servers do not negotiate; instead, the 
client just computes and sends all kinds of responses 
in the hope that the server can use one of them
I repeat… the workstation and server do not 
“negotiate whether to use LM, NTLM, NTLMv2, 
Kerberos…”
(That's not always true – apps can be designed to 
negotiate, although older clients probably don't)
The server then starts from the most secure and works 
its way down until it finds a good logon
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Controlling Responses

Group Policies / Computer Configuration / 
Windows Settings / Security Settings / Local 
Settings / Security Options

Send LM & NTLM responses

Send LM & NTLM – NTLMv2 if negotiated

Send NTLM response only

Send NTLMv2 response only

Send NTLMv2 response only\refuse LM

Send NTLMv2 response only\refuse LM & NTLM

Slide 34
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Decoding This

These settings are really two commands
The first part says “what should the client offer?”

The second part says “what should the server/DC accept?”

DC accepts everything by default

Example: “Send LM & NTLM responses”
If a client gets this instruction, it means that the client should 
prepare and sends both LM and NTLM responses

If a DC gets it, then the DC should (as there are no 
instructions for the DC in this policy) just continue to accept 
LM, NTLM or NTLMv2 
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The Best Setting (Maybe)

“Send NTLMv2 response only / refuse LM & 
NTLM”

If a logon client gets this policy, then it prepares 
and sends only NTLMv2 response, so there’s no 
clue-rich NTLM or LM responses

If a DC gets this policy, then it will ignore any 
LM or NTLM responses from a logon client

Potential problems?  The usual – test it – and 
understand that pre-Vista systems don't do 
NTLMv2 by default
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Disabling LM Authentication
on NT systems (SP4 or later)

HKLM\System\CCS\Control\LSA

Add LMCompatibilityLevel

Set to 4 (reject LM) or 5 (reject LM&NTLM)

To force NTLMv2:

HKLM\System\CCS\Control\LSA\MSV1_0

Create NtlmMinClientSec, NtlmMinServerSec, 
set to 0x00080000
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Disabling LM Authentication
Wintendo adjustments

Win 9x and ME only use LM

Need to add the “DS Client” on 2K CD

Set Client for MS Networks properties to point to the 
domain (Netbios name)

Find Reg key HKLM\System\CCS\Control

Add key LSA

Add entry LMCompatibility, set to 3

Note it’s not LMCompatibilityLevel!

Also need DUN update 1.4 and IE 5.x or higher
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Kerberos

The other authentication doodad
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Kerberos
what’s that?

Active Directory uses Kerberos when it can

Completely different from LM/NTLM/NTLMv2, based 
on RFC 1510 and others

Kerberos has, of course, its own vocabulary: clients, 
services, keys, session keys, credentials, tickets, “the 
authenticator,” “ticket-granting tickets,” “key 
distribution center,” “authentication service,” “ticket-
granting service”
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Kerberos
the 10,000-foot view

Basically, Kerberos is a set of services that run on a DC

Kerberos understands two things (“principals”): users
(e.g., bigfirm\joe) and services (i.e., the file server 
service on SERVER1)

When a user wants to use a service, she asks Kerberos 
(the DC, that is) for a “ticket” to that service

The user then presents that ticket to the service when 
she wants to use the service
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Kerberos Knows Users & Services

There are three main types of actors
Clients or “user principals”:  user accounts; each have their own 
password and a name, a “UPN”

Services or “service principals”:  a generic phrase for “stuff you want 
access to;” it could just mean a server, or might mean a particular service 
(file/print, SQL, Exchange) on a given server; each service has its own 
name – its “SPN” – and a password

The Key Distribution Center (KDC) – the domain controller, the server 
that knows all of the passwords for clients and services.  Has its own 
password known only to itself (the "krbtgt" account) and the other DCs 
in the domain.

We’ll leave that password stuff for the moment; for now…
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Kerberos In Pictures
meet our players…

Slide 43

Tom…

KDC

wants his DC to…

TOMSPC

log him onto his PC and…

PS

his print server
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Kerberos In Pictures
to accomplish that…
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Tom needs something 

that gives him the right 

to talk to those servers

ADMIT 

ONE

That “something” is called 

a ticket; there are two kinds

KDC

Tom’s DCs 

create both 

kinds of tickets

ADMIT 

ONE

S
T

-P
S

Service tickets get Tom access to services, 

like the “workstation” service on TOMSPC, or 

the print server service on PS

ADMIT 

ONE

S
T

-T
W

S

ADMIT 

ONE

T
G

TTicket Granting Tickets give Tom the right to ask the DC to 

issue him service tickets
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Kerberos
two tickets, two services

First you introduce yourself to the KDC by logging on; 
you only want to have to do this once a day and so you 
ask the KDC for a “ticket to the KDC”… that’s the 
Ticket-Granting Ticket
That is granted by a piece of the KDC called the 
“Authentication Service” or AS
Once you’ve got a TGT, then you can show the TGT to 
the KDC and say “remember me?  Now I need a 
Service Ticket to such-and-such service”
Service tickets are issued by a different part of the KDC 
called the Ticket Granting Service or TGS
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How Does This Fit In a DC?

Key Distribution Center = 
Authentication Service + 
Ticket Granting Service

KDC=AS+TGS

The role of KDC, AS, TGS are 
just part of what an AD DC 
does

You can’t, however, see AS vs 
TGS etc in Task Manager; it’s 
all in LSASS
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Kerberos
why not just one type of ticket?

A Ticket Granting Ticket is like a Service Ticket in 
that both are tickets that authenticate you to 
some service

But you usually end up with just one TGT and a 
bunch of STs

The reason for two kinds of tickets:  under the 
hood, Kerberos secures every ticket by 
encrypting some of its data with a password or 
key

Slide 47

48

Kerberos
the fundamental reason why Kerberos is better

Lots of tickets would mean lots of data encrypted with 
your password – and that’d mean that attackers would 
have more data they could use to try to figure out your 
password

So – and here’s the important part – what Kerberos gives 
you in the TGT is essentially just a “password for the day”

Service ticket-related information is encrypted with the 
password for the day; only TGT-related information is 
encrypted with your actual password -- one transaction 
per day!
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Kerberos In Pictures
First, Tom needs a Ticket Granting Ticket

Slide 49

KDCA
S

T
G

S

Tom requests a TGT from the AS and 

proves he’s Tom by encrypting the 

date as “YYYYMMDDHHMMSSZ” 

using Tom’s password as the 

encryption key

ADMIT 

ONE

T
G

T

The AS decrypts the time/date 

stamp with Tom’s password and 

checks that it’s close to the actual 

time; if it is, then the AS gives 

Tom a TGT

(Oh, and how close is “close” vis-à-vis 

time/date as far as AS is concerned? You get 

to configure that, but the default is 5 

minutes.)
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So Far…

Tom has pressed ctrl-alt-del, punched in a name 
and password, and gotten a TGT

But he’s still not logged onto his PC

He needs access to his workstation

He’ll get that with a Service Ticket to his 
workstation

So that’s the next thing he needs to ask for, 
from the Ticket Granting Service
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Kerberos in Pictures
next, Tom gets a Service Ticket to his PC
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KDCA
S

T
G

S

Tom shows the TGS his TGT and 

asks for an ST to his workstation
ADMIT 

ONE

T
G

T

The TGS validates the TGT and 

creates a Service Ticket 

identifying Tom to TOMSPC’s 

workstation service; Tom then 

presents that ticket to TOMSPC

ADMIT 

ONE

S
T

-T
W

S

Now Tom is logged onto his 

workstation!

TOMSPC
This identifies –“authenticates” –Tom to TOMSPC; 

TOMSPC then looks at Tom’s personal and group SIDs 

and, if there’s a permissions match, okays Tom.
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So Far…

Tom’s logged onto his workstation

He’s got a TGT that he’ll use to request Service Tickets 
from the Ticket Granting Service

He’s got a Service Ticket to his workstation

These “tickets” are really just data in TOMSPC’s RAM

Tom can see them with kerbtray or klist, from the 
Resource Kit

Klist is now built into 2008

Kerbtray does not work on 64 bit systems
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27

53

Sample klist Output

C: \ >klist tickets

Cached Tickets: (2)

Server: krbtgt /BIGFIRM.COM@BIGFIRM.COM

KerbTicket Encryption Type: RSADSI RC4 - HMAC(NT)

End Time: 2/6/2006 4:10:08

Renew Time: 2/12/2006 18:10:08

Server: host/tomspc.bigfirm.com@BIGFIRM.COM

KerbTicket Encryption Type: RSADSI RC4 - HMAC(NT)

End Time: 2/6/2006 4:10:08

Renew Time: 2/12/2006 18:10:08

C: \ >
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On To The Print Server…

In the very same way, Tom can get a ticket to 
the Print Server service on PS (it’ll show up in 
klist as cifs/ps.bigfirm.com…)

He shows his TGT to the TGS on his domain 
controller

The DC validates the TGT and issues Tom a 
Service Ticket identifying him to PS

Now Tom has three tickets
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Tom and His Tickets

Slide 55

TOMSPC

PS

ADMIT 

ONE

S
T

-P
S

ADMIT 

ONE

S
T

-T
W

S

ADMIT 

ONE

T
G

T

KDCA
S

T
G

S

56

Sounds Good, But Is It Secure?
time to get more techie

That all sounds good… but how do we secure 
it?

Why can’t an attacker intercept the ticket that 
says “hi there PS’s print server service, I’m 
Tom?”

The key is, well… keys – they’re the next part of 
our story
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Server, Meet Client -- Securely

You and I want to be able to identify each other over 
an insecure network;  we could do that if we

Agree on an encryption algorithm
Agree on a secret key
Agree on some data to communicate

Example:  if I said that you could recognize me if I 
greeted you with a message that said, when decrypted 
with DES and some 56-bit key that only you and I 
know, “it’s Mark, the current time is X” then I really 
could securely identify myself to you over, say, the 
Internet
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Specifically in AD’s Kerberos…

You and I agree:
Encryption algorithm: RC4
Shared secret key:  we let the KDC create a random 128-bit 
key and share it only between us
Recognition data: a data block collectively called the 
“Authenticator;” its values can vary but can include the 
sender’s name, domain, time, IP address, and an MD5 
checksum of the Authenticator

When decrypted, those data would let us each prove 
to the other that we know the shared 128-bit secret
Note: Server 2008 lets us use AES (yay)!
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Shared Keys Are Also Useful…

Once a client and a server have a shared key 
that no one else knows, they can do other 
things with it besides authentication, like

SMB signing

Secure (i.e. encrypted) sessions

IPsec key exchange for AH or ESP (signing or 
encrypting)

Any of the many forms of signing or encrypting
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One More Key Requirement

It’d be great if this key that you and I used 
wasn’t the same key all the time

Instead, it’d be neat if whenever you and I want 
to talk, then we somehow come up with a key 
that works just for a few hours, and we never 
use it again – a key just for this session

Such a key is called a “session key”
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The Whole Purpose of Kerberos
how to get that 128 bit key without being overheard?

We’ve agreed on what’s in the authenticator 
that we’ll encrypt, we’ve agreed on the 
encryption algorithm

All that’s left is that we need
A server that generates random session keys that 
we can use for just a few hours

Some method for the server to get those keys to 
you and I without anyone overhearing

That is what Kerberos does.  Period.
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Shipping the Keys I:
the session key in the ticket granting ticket

Remember tickets – first a TGT, then Service 
Tickets?  Now let’s consider the key part

When Tom asks his AS for a TGT, he is really
asking for two things:

The TGT, of course, which he shows the TGS when he 
needs Service Tickets, and

A special “today-only” session key known only to Tom 
and the KDC (call it “Tom-KDC SK”)

Here’s how that works (more completely, but still 
a bit simplified)
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Tom Starts Things

Slide 63

KDCA
S

T
G

S

“It’s 2:03 on 21 May 2007”

Tom pwd hash

Tom creates a time stamp

Then he sends that –the “pre-

authenticator” –to the AS

Encrypts it with the “NT hash,” the 

MD4 hash of the Unicode version of 

his password
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AS Creates a Session Key

Slide 64

AS then makes a copy of the new key

Tom-KDC

KDCA
S

T
G

S

“It’s 2:03 on 21 May 2007”

Tom pwd hash

AS decrypts the time stamp with Tom’s 

password hash; the time is within five 

minutes of the current time, so AS believes 

that it’s Tom.

AS generates a whole new session key

Tom-KDC

T
G

T

KDC secret keyEncrypts one of the keys (AND some 

other information we’ll see later) with 

the KDC’s secret key, creating the TGT

Tom pwd hash

Encrypts the other copy with 

Tom’s password hash

Sends both to Tom
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Vista/2008 Side-Note

If you look at a network trace when Vista or 
2008 try to do a Kerberos logon, you'll see that 
the request to the AS for a TGT always fails the 
first time

Vista/2008 deliberately sends a bad packet to 
find out whether the DC they're talking to can 
use AES rather than RC4-HMAC for encryption –
the "you failed" return message from a 2008 DC 
includes its available encryption abilities by 
default
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Tom Receives the TGT and Key

Slide 66

Tom pwd hash

Tom-KDC

Tom-KDC

T
G

T

KDC secret key

KDCA
S

T
G

S

Tom can’t decrypt the TGT, but he can decrypt the 

second copy of today’s Tom-to-DC session key

Now only Tom and KDC have copies of Tom-KDC SK, 

and no one’s overheard the conversation.
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What Was the Point Of All That?

First, it shared today’s session key between the KDC 
and Tom
Second, it created a data structure – the TGT – that 
only the KDC can decrypt
Because only the KDC could have created this TGT, and 
because the TGT contains today’s Tom-KDC key, Tom 
can proffer the TGT whenever he wants to remind the 
KDC that they’ve been introduced
AND the KDC need NOT have remembered that Tom’s 
already authenticated today
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Shipping The Keys II:
getting a Service Ticket to the workstation

Next, recall that Tom needs a Service Ticket to his 
workstation, and so he proffers the TGT to the Ticket 
Granting Service, TGS

But how can the TGS know that someone hasn’t 
sniffed Tom’s TGT and is just replaying it to the TGS?

With an Authenticator, a data structure similar to the 
pre-authentication packet – among other things, 
contains a timestamp encrypted with the Tom-KDC key
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Tom Requests an ST
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“It’s 2:04 on 21 May 2007”

Again, Tom creates a time stamp

Then he sends his request (“Tom needs an ST to 

TOMSPC please”), the “authenticator” (there’s more 

than the time stamp, but it’s sufficient for our needs) 

and a copy of the TGT –to the TGS, not the AS

But THIS time, he encrypts it with the Tom-

KDC session key he got from AS before, the 

“just for today” password, rather than his NT 

hash

T
G

T

KDC secret key

Tom-KDC

Tom-KDC SK
Tom-KDC
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TGS Checks Tom’s Request
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KDC secret key

Tom-KDC

“It’s 2:04 on 21 May 2007”

Tom-KDC SKThe KDC has no memory of 

ever having talked to Tom 

before, but it does recognize a 

TGT that it issued.  As the 

TGT is encrypted with a 

password that the KDC knows 

(the domain's krbtgt account), 

it can decrypt the TGT to find 

the Tom-KDC session key.

With the newly decrypted Tom-KDC session key, the KDC can 

decrypt the Authenticator, pulling out the time stamp and 

comparing it to the actual time.  Assuming that it’s close 

enough for the KDC’s taste, the TGS now knows that it is 

indeed Tom asking for a Service Ticket to TOMSPC.
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TGS Builds An ST to TOMSPC
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TPC-Tom

The TGS next generates a new session key TPC-

Tom that Tom and his workstation TOMSPC (TPC 

for short) can use to communicate for today

As before, it makes a copy of that new key

TGS then creates an ST containing the 

TPC-Tom session key and other 

things, and encrypts it with the TPC’s 

password

TGS encrypts the other copy of the 

TPC-Tom session key with Tom’s 

“password for the day,” Tom-KDC

TGS delivers the ticket and the 

new key to Tom, and re-

forgets the Tom-KDC key

Tom-KDC
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Tom Gets the New Key
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Tom sees the new ticket to 

TOMSPC, which he can’t see 

inside of because he doesn’t 

have the PC’s password.  

Tom-KDC

But he does have the Tom-KDC 

password, so he can decrypt the new 

session key TPC-Tom that he can 

use to talk to TPC’s workstation 

service.

Now he’s ready to log onto his 

workstation.
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Tom Authenticates to TOMSPC
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Tom-KDC

TOMSPC

“It’s 2:06 on 21 May 2007” 

Tom creates a timestamp Authenticator

As before, he encrypts it to prove 

that he’s the rightful user of the 

service ticket that he’s about to 

proffer, but this time he encrypts it 

using the new TPC-Tom key

TPC-Tom key

He sends the Authenticator, the 

Service Ticket and a “hey, would 

you log Tom on?” request to 

TOMSPC’s workstation service 
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Tom’s Logged On

As the AS and TGSes did before, the workstation 
service on TOMSPC opens the ticket, as it’s encrypted 
with TOMSPC’s own password

TOMSPC finds inside the new TPC-Tom key, which is 
uses to open the Authenticator

TOMSPC then checks the time stamp, finds it okay

Tom is, again, now only authenticated, not necessarily 
authorized… but authorization’s not Kerberos’s job
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Finishing Tom

Logging onto PS is the same story

One more item about tickets, though –
remember the Authenticator?  It proved to the 
service that the user is indeed who she says she 
is

Under Kerberos, you can optionally ask the 
service to send an Authenticator back to the 
user – mutual authentication
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Reviewing…

Kerberos’s job is to create random passwords which 
are used as session keys to authenticate, not 
authorize, users and services

These keys are given to the user in the form of tickets

Users prove that they are the rightful holders of tickets 
with Authenticators

Kerberos only works in AD; modern systems still use 
LM, NTLM, or NTLMv2 for other authentications
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RODC Note

Recall that any TGS will recognize a TGT granted 
by any DC, as the TGTs are encrypted with the 
password for the krbtgt account

Server 2008 changes this a bit with read-only 
DCs (RODCs)

RODCs are a large topic for another session, but 
it's worth mentioning that RODCs all have 
krbtgt accounts – but those accounts do not 
have the same password as do RWDCs

Thus, a TGT issued by an RODC could only be 
accepted by that RODC
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So…
is Kerberos secure?

Kerberos depends on a few things
A good encryption algorithm

The longer the key the better

Keys that can’t be guessed
lousy passwords

bad random number generator

A secure password store – i.e. a physically secure DC
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Weaknesses?

Overall, MS’s Kerberos seems quite good
RC4 isn’t great as a crypto algorithm (DES is also an 
option for those who want it) but neither is it as 
weak as some would say, except if bad guys get a lot 
of crypto messages encrypted with the same key; 
KDC session keys keep this down.  Go to 2008 
domain functional level, however, and you'll go to 
256-bit AES.

I have never heard a complaint about the random 
number generator
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A Proposed Attack

Some people argue that MS Kerberos can be attacked via the 
pre-authentication data

It is in a simple YYYYMMDDHHMMSSZ format, so take some 
pre-authentication data and just try to decrypt it with RC4 using 
every possible key until you get data that (1) starts with this 
year and (2) ends with Z

With 128 bits?  Good luck…

Unless the password is crappy

IMHO this is not a vulnerability, it’s just the old story – bad 
passwords beat good security

There IS a workaround… force everyone to use smart cards.  
They’re longer keys
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Inside Tickets

Thus far, I’ve put session keys in tickets

But there are other things as well, things that 
help secure authentication:

Client’s name, SID, group SIDs

Client’s IP address (optional)

Ticket lifespan

Timestamp

Again, the session key

Slide 81

82

IPs Aren’t Always Included

The RFC makes including IP addresses in the TGT 
optional

By default AD doesn’t use them because NAT might 
cause them to fail, or if the IP address changes during 
the ticket’s life

Add them in 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Lsa\Kerberos\Parameters as REG_DWORD 
parm ClientIPAddresses, set to 1 to request IP 
addresses in the TGT
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IPs Aren’t Always Checked

Got a 2000 DC?  Don’t bother turning on IP 
addresses, it doesn’t check them

2003 can if instructed:

HKLM\System\CCS\Services\Kdc, REG_DWORD 
entry KdcDontCheckAddresses set to 0 to 
check; 1 is default

Also need KdcUseClientAddresses = 1, same key
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Kerberos GP Settings

Group Policy Settings
Maximum tolerance for clock (5 min default)

Max life for service ticket (10 hrs default)
(thus, this is the max time that a branch office's WAN link 
can be down – any more and local users' tickets to local 
servers expire)

Max life for user ticket (TGT) (10 hrs default)

Max lifetime for user ticket renewal (7 days default)
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Troubleshooting Kerb Events

You can set Kerberos to log its activity to the 
System log

Go to 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr
olSet\Control\Lsa\Kerberos\Parameters

Add new REG_DWORD value LogLevel, set to 1

Reboot for it to take effect

Remember klist and kerbtray as well
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Creating Kerberos Logs

In Parameters, REG_DWORD LogToFile =1 to 
create an ASCII log file

KerbDebugLevel (REG_DWORD) sets the 
verbosity of the log; Google “Kerberos 
Authentication Tools and Settings” for a nifty 
white paper on all the setting values
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More Tools

setspn (search www.microsoft.com/downloads for 
“setspn”) lets you add, delete or list SPNs on a system 
– generally unnecessary but if you rename a computer 
the SPNs may need to be re-built
In ADUC, Accounts tab, you can choose “do not 
require Kerberos pre-authentication” if you don’t want 
the simple time-stamp enclosed with the request to 
the AS, or if you’re working with a pre-V5 version of 
Kerberos (not AD; it’s all V5)
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Kerberos Tokens Size Limit

KB 280830: the Kerberos ticket contains group SIDs, 
and it has a maximum size
Therefore, being in too many groups (over ~120 or 
1000, depending) may cause Kerberos to fail
(that number includes nested groups!)
Error messages aren't clear on what happened, can 
cause DCPROMO failures, logon failures
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Co
ntrol\Lsa\Kerberos, REG_DWORD MaxTokenSize, set to 
65535
Also KB 327825 has a related hotfix that may make 
this unnecessary
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Kerberos Tokens Size Limit 

Tool to help enumerate all group memberships:
ntdsutil

group membership evaluation

run bigfirm.com mark
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Thanks!

I hope this was useful

Contact e-mail: help@minasi.com

www.minasi.com has info on classes, free 
newsletter, and free tech forum

Don’t forget the evals!
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